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FTP – File Transfer Protocol 

u Simple text-based protocol 

u View and traverse directory structure 

u Upload and download files 
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FTP Implementations 

Terminal Client GUI Client 
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FTP is Old 
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1970 2016 

1971: FTP 

1972: C Programming Language 

1995: Windows 95 

1978: x86 chip (8086) 

1983: Apple IIe 

1998: Google 

1990: World Wide Web 



FTP Replacements 
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1970 2016 

1971: FTP 

2001: BitTorrent 

1985: FTP (TCP) 

2007: Dropbox 

1996: HTTP 

1995: SSH/SCP 



It’s Still Here 

u 13.8M FTP Servers 

u 1.1M publically-accessible FTP servers 

u 600M visible files/directories 
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Questions 

u What is the state of  FTP in 2015? 

u Is sensitive data being shared on FTP? 

u Is FTP being used by malicious actors? 

u What vulnerabilities still exist in FTP? 
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u FTP Protocol 

u Methodology 

u What is the state of  FTP in 2015? 

u Is sensitive data being shared on FTP? 

u Is FTP being used by malicious actors? 

u What vulnerabilities still exist in FTP? 

u Conclusions 
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FTP Commands 

u USER – Send username 

u PASS – Send password 

u CWD – Change Working Directory 

u PWD – Present Working Directory 

u PORT/PASV – Create secondary TCP connection 

u LIST – Display directory contents 

u RETR – Retrieve file 
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FTP Replies 

u 3-digit response codes + optional text message 

u 200 – OK 

u 331 – User OK, send password 

u 5XX -- Error 
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Authentication 
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Client Server 

USER <username> 

331 Send password 

PASS <password> 

200 User logged in 



Anonymous Authentication 
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Client Server 

331 Send password 

200 User logged in 

USER anonymous 

PASS <contact e-mail> 



u FTP Protocol 

u Methodology 

u What is the state of  FTP in 2015? 

u Is sensitive data being shared on FTP? 

u Is FTP being used by malicious actors? 

u What vulnerabilities still exist in FTP? 

u Conclusions 
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Scanning & Enumeration 

u ZMap Tool chain 

u Custom protocol scanner 
u  Available at github.com/aaspring/ftp-enumerator 
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Data Collection 

u Parse banner 

u Login via the anonymous user 

u Parse robots.txt 

u Traverse the directory structure 

u Collect Features, Help, Status 

u Collect FTPS certificate if  available 
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Ethical Considerations 

u Scanning best practices 

u Limited number and frequency of  commands to each server 

u Not trying to guess usernames/passwords 

u Not downloading files en masse 
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u FTP Protocol 

u Methodology 

u What is the state of the FTP in 2015? 

u Is sensitive data being shared on FTP? 

u Is FTP being used by malicious actors? 

u What vulnerabilities still exist in FTP? 

u Conclusions 
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How prevalent is FTP? 
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Who has the most anonymous? 
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What kind of  devices use FTP? 
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What embedded devices use 
FTP? 

Consumer-deployed Provider-deployed 
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u FTP Protocol 

u Methodology 

u What is the state of  FTP in 2015? 

u Is sensitive data being shared on FTP? 

u Is FTP being used by malicious actors? 

u What vulnerabilities still exist in FTP? 

u Conclusions 
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Obvious Examples 

-SSL_certificate_backup/

   | 

   |- SSL_certificate.pem

   |- SSL_priv_key.pem

   |- password.txt
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Non-Obvious Examples 
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-backup/

   | 

   |- June-Dec.der

   |- key4.txt

-備份工作/

   | 

   |-公證書.cer

   |-私鑰.pem

Ambiguous Non-English 



Difficulties 

u Personalized naming 

u Mix of  languages 

u What to look for 

u How to measure 
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What data is being exposed? 
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Irresponsible Devices 

Wireless Routers NAS Systems 
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Responsible Devices 
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u FTP Protocol 
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World-Writable FTP 

u Anonymous user can upload file 

u Indicated by presence of  a known file 
u  w0000000t.[txt/php], sjutd.txt, hello.world.txt 

u 19.4K world-writable server (lower bound) 
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Server-side Scripting 

u 9M IPs have both FTP and HTTP server 
u  2.1M explicitly indicate PHP/ASP.NET engine 

u Remote Access Tools 
u  724 servers 

u UDP DDoS infrastructure 
u  1,792 servers 

u ftpchk3 multi-stage campaign 
u  1,264 servers 
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Other Assorted Campaigns 

u  ``really cool software cracking’’ advertisement 
u  2,095 servers 

u Candy-dropping malware 

u WaReZ 
u  [year][month][day][time]p/ 

u  4,868 servers 
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CVEs 
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PORT Bounce 
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Server Client Victim 

PORT <Client IP>,<port> 

200 OK 

TCP Connection 



PORT Bounce 
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Server Client Victim 

200 OK 

TCP Connection 

Success/Failure 

PORT <Victim IP>,<port> 



PORT Bounce 

u 143K servers vulnerable 
u  Including inside NAT/Firewall 
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u FTP Protocol 

u Methodology 

u What is the state of  FTP in 2015? 
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Conclusions 

u Documentation and interfaces for 
consumer products need re-evaluation 

u Malicious actors are aware of  and 
actively exploiting FTP access 

u FTP is still around, still exposes 
information, and still puts users at risk 
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STOP 

STOP 
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Data Transfer 
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Passive 
Server Client Server Client 

PORT <IP>,<port> 

200 OK 

TCP Connection 

PASV 

237 <IP>,<port> 

TCP Connection 

Active 



PORT Bounce 
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Server Client Victim 

200 OK 

TCP Connection 

Success/Failure 

PORT <Victim IP>,<port> 

RETR <file> 

File Contents 



Responsible Devices 
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Non-Academic Enumeration 
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FTPS 

u STARTTLS-like encapsulation 

u AUTH SSL or AUTH TLS command 

u Control channel and Data channel 
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Classifying AS 
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AS Distribution 
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STOP #2 

Seriously though… 

STOP 
49 


